Get the only hands-on,
performance-based
cybersecurity certification
for advanced practitioners
with the NEW CASP+
(CAS-004) exam
CompTIA Advanced Security Practitioner (CASP+) is an
advanced-level cybersecurity certification for security
architects and senior security engineers charged with leading
and improving an enterprise’s cybersecurity readiness.
CASP+ is the only certification on the market that qualifies technical leaders to assess cyber readiness
within an enterprise, and design and implement the proper solutions to ensure the organization is
ready for the next attack. CASP+ certified professionals figure out how to implement solutions within
policies and frameworks, not just manage them.

WHAT’S IN THIS VERSION?
With security threats are on the rise globally, organizations are increasingly concerned with effectively
leading and managing their overall cybersecurity resiliency. Updates to CASP+ qualify advanced skills
required of security architects and senior security engineers to effectively design, implement, and
manage cybersecurity solutions on complex enterprise networks.

Lead and improve the overall cybersecurity resiliency with CASP+!

#1 SECURITY
ARCHITECTURE
Expanded coverage to analyze
security requirements in hybrid
networks to work toward an
enterprise-wide, zero trust and
endpoint security architecture with
advanced secure cloud and
virtualization solutions.

#2 SECURITY
OPERATIONS

Includes expanded emphasis on
newer techniques addressing
advanced threat management,
vulnerability management, risk
mitigation, incident response tactics,
and digital forensics analysis.

#3 SECURITY
ENGINEERING &
CRYPTOGRAPHY

Has been expanded to focus on advanced
cybersecurity configurations for endpoint
security controls, enterprise mobility,
cloud/hybrid environments, and
enterprise-wide PKI and cryptographic
solutions.

#4 GOVERNANCE,
RISK, &
COMPLIANCE
Expanded to support advanced techniques
to prove an organization’s overall
cybersecurity resiliency metric and
compliance to regulations, such as CMMC,
PCI-DSS, SOX, HITRUST, SOC 2, GDPR,
FISMA, NIST, and CCPA.

Ensure cyber readiness with CASP+!
Material covered above is reflective of CASP+ 004.

Learn more about CompTIA CASP+ and our comprehensive learning
resources, which includes eLearning, Virtual Labs, Exam Prep, Study Guides,
Instructor-Led Training, and Video Training all developed by CompTIA!
CompTIA.org/casp

